IMPORTANT INFORMATION
FOR ALL UK BANK CUSTOMERS

Fraudsters are increasingly targeting consumers over the telephone,
posing as bank staff, police officers and other officials or companies
in a position of trust. Often the fraudster will claim there has been
fraud on your account and that you need to take action.

Your bank or the police will never:

o Phone you to ask for your 4-digit card PIN or your online banking
password, even by tapping them into the telephone keypad.

e Ask you to withdraw money to hand over to them for safe-keeping.

e Askyou to transfer money to a new account for fraud reasons, even if
they say it is in your name.

o« Send someone to your home to collect your cash, PIN, payment card
or cheque book if you are a victim of fraud.

e Askyou to purchase goods using your card and then hand them over
for safe-keeping.

If you are given any of these instructions, it is a fraudulent approach.
Hang up, wait five minutes to clear the line, or where possible use a
different phone line, then call your bank or card issuer on their advertised
number to report the fraud.

If you don’t have another telephone to
use, call someone you know first to make
sure the telephone line is free.

Your bank will also never ask you to
check the number showing on your
telephone display matches their
registered telephone number. The
display cannot be trusted, as the number
showing can be altered by the caller.
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